First Responder

-think-

C - O -  M - P - U - T - E - R     H - E -  L - P

C- Criminal offence identification. Establish the offence. Ask yourself what offence am I investigating?  What is the law? What are my powers? What is it? Where is it? Is the intelligence reliable? Challenge the intelligence no matter where from. Where did the offence take place? Remember although there is no law in “cyberspace” the crime recording standards are victim based Jurisdiction. You have the responsibility. Is it a criminal matter or would other law enforcement agencies have powers?
O- Officer in case. Plan a “Digital Forensic Strategy”. No matter how complex or simple the investigation. Consult the ACPO guidelines on computer based evidence. As an OIC you have duties, not only to the victim of the crime, the evidence but also the organisation. Consider impact factors such as taking property from victims also defendants and innocent parties. Consider other options such as enquiries with banks, EBay, Internet service providers. Many financial transactions on a computer will be unreadable. Is it inevitable that a warrant is needed? Will I be better contacting my force SPOC and submitting an Application for Communications Data form?  Do not be risk adverse. Think of all the options. Move away from emotional “just in case” thoughts. Remember you are the OIC, you have discretion. Policy your thought processes. 
M- Material.  Where is the best evidence likely to be?  Is the focus of your enquiries the computer itself? Or from a website, EBay, financial institution or an internet service provider. Moreover, am I likely to request a large amount of data? In reality, am I likely to view and act on hundreds or thousands of pages of data? Stay focused on the offence. Think outside the box. A victim’s computer may not be needed for evidence. Even a printout of the evidence may suffice. Makes noes and exhibit printout.
P- Prepare for search. Always consider the safety of yourself and colleagues.  Obtain correct warrant. Consider a knock and talk. Use your skills as an investigator or detective. Consider the practicalities i.e. library, internet café. Intelligence checks are vital. Policy your own thought processes. Seeking intelligence cannot be underestimated. Is the target likely to have many computers? How do you cater for this?
U- Utilise the high tech crime unit to discuss the case. No matter how technophobic you are never worry about your lack of knowledge. Good sound advice can be sought and help obtained.

T- Triage at scene.   Identify the media and users. Prioritise. Consider a Triage examination at scene by specialists.  Seize relevant items. Establish which computer the alleged offences are on. In large organisations speak to the system administrator. Never pretend or feel overwhelmed with technology. Explain that you do not understand technology. Seek advice. 
E- Evidence. Exactly what data you do require. Forensic analysts will be guided by you.  Be reasonable, ask for too much and you may get too much. Once material has been produced, you have a legal duty to investigate it. Be realistic Have sympathy with the analyst, having to find files amongst thousands of files. Resist the temptation to ask for more than you really need. Remember the basics of bagging and attaching exhibit labels. Times and dates are vital. 
R- Responsibility and Report. Think of your responsibility to the community, the victim and the organisation. Understand that Hi Tech Crime places enormous demand on Police forces. Are you making efficient use of resources by tying up Hi Tech Crime officers? The report produced by experts will be guided by you. The report may be too large to print.   

Remember

H- Human rights, proportionality, damage to property, innocent third parties. Consider impacts on a business. Almost every scene has a computer or digital media. Is it anything to do with the investigation? Do not be tempted to take the computer just because it is there. If so then also take the skybox, the Wii, play station, iPods, iPhones, memory sticks, cameras and on and on. If you can justify it then do it. 
E- Expert.  Find out who is knowledgeable who you work with. Ask about computers. Take them into interview. Moreover staff from your HTCU will always be happy to help and attend interviews. 
L- Legal issues. Data Retention We had no right to keep the data if we copy the computer. Consider the best evidence rule.- the computer or the media is always the Best Evidence. Section 8 Warrants, look at the wording under PACE. Fishing exercises are out.
P- Plan for interview. No matter how little computer knowledge you have remember use Tell, Explain or Describe. 
Also, who, what, when, how and after evidence has been discussed if you think appropriate,  why. 
Never be intimidated by technology, witnesses and defendants. 
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